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If prevention is insufficient and manual hunting log correlation takes too long, what can enterprises do?

A recent Forrester report suggests that to combat today’s threats, security teams need to rely on automated processes driven by 
big data like those used to detect and stop payment card fraud.3  Yet while some prevention technologies offer automatic 
device blocking, they tend to produce a high rate of false positives, which keeps security teams from enabling them. 

Damballa addressed this issue in its Q1 2014 State of Infections Report concerning the Target breach.4  We referenced a 
BusinessWeek article that oddly seemed to blame Target security teams for “ignoring alerts” and not enabling the automatic 
inline blocking feature available through their sandboxing technology. 

Most enterprise security teams would not or could not have done anything differently than Target. Automatic blocking is 
unrealistic unless you have complete confidence in the fidelity of true positives. Responders aren’t going to take a machine 
offline unless they’re certain that it is actually infected and the infection poses risk to the enterprise.

Section 1:   Are Security Teams Still Chasing the 
 Cuckoo’s Egg?
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How Do You Close the Gap in the Security Stack

It’s been 25 years since Cliff Stoll wrote, “The Cuckoo’s Egg; Tracking a Spy through the Maze of Computer 
Espionage.” It’s the first documented account of how log files were used to find a hacker. 

Stoll was a systems manager at the Lawrence Berkeley National Lab when he was given the mundane 
task of finding a minor error in the lab’s computer usage accounts. Over the next 10 months, he 
painstakingly pieced together log files, which led to a hacker in Germany who was 
a spy for the KGB.1  

Fast-forward to Q3 2014. 
How much has changed in 25 years? In some ways, not much.  The majority of 
security teams still slog through impossible volumes of logs to correlate clues from 
different systems. In fact, the bulk of what enterprises do to prevent today’s 
attacks aren’t effective. Signatures and blacklists have diminishing value. Single 
detection methods like sandboxing leave holes for criminals to slip through. A 
recent report by NSS Labs notes that if an attack slips past one preventative 
security control, it will likely slip past others, which leaves a sizable gap in the 
security stack.2  The report adds, even if prevention controls caught 98% of attacks, 
the 2% that got through should worry you.  

The never-ending hunt for threat detection

“The survival of the cuckoo’s egg 
depends on the ignorance of other 
species.”  (Stoll, 1989)

Cuckoos birds lay their eggs in the 
unattended nests of other birds. If the 
‘host bird’ doesn’t notice, the eggs 
hatch and the species survives. Stoll 
makes the analogy that a hacker’s 
survival depends on the vulnerabilities 
in the “host” network.

98% If prevention caught 98%, the 2% of attacks
that got through should worry you.caught

If
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Focus on Infections That Matter

Zeroing in on true positive infections is essential given the volume of noise security teams handle daily. 
During Q3 2014, Damballa saw as many as 138,000 events on a given day in a single enterprise network. 
These events are unique pieces of evidence associated with potentially malicious activity. If the data 
were simply presented in log files, analysts would have to manually correlate them to confirm a threat 
exists. However, Damballa automatically correlates the evidence so what rises to the top are actionable, 
true infections that require attention.

To put that in context, Damballa observed that enterprises averaged 37 infected devices daily during Q3. 
The ability to automatically whittle down 138,000 events to 37 true positive infections shifts the focus 
from evidence-hunting and correlation to informed response. 
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Section 2:   Point-of-Sale Malware, Dwell Time
 and Loss

Point-of-Sale (POS) malware attacks spiked in Q3 2014. Jimmy John’s, P.F. Chang’s, 
Goodwill, Dairy Queen, Kmart and Home Depot joined the ranks of high-profile 
retailers suffering a breach.5
   
POS malware offers a high rate of return for criminals, which helps explain the 
spike. A single POS system may yield tens of thousands of payment card records 
versus what’s available on one end-user’s computer.

A variant called Backoff grabbed the headlines in Q3. Backoff is extremely 
targeted and precisely-delivered. It has reportedly impacted as many as 1,000 
businesses.6  

During Q3 2014, Damballa successfully detected Backoff malware infections in 
customer environments where the POS traffic is inspected. Infections increased 
57% from August to September and 27% increase from the beginning of 
September to the end of the month.

There are two items to note in the above data: a) Backoff malware had already 
bypassed network prevention controls and was active, yet hidden, in these 
networks b) Detection was possible because the enterprises had configured their 
networks to provide POS traffic visibility.

Many POS systems are set up on local networks where the traffic doesn’t get the 
same scrutiny as corporate network traffic. Attackers can more easily gain access 
and remain hidden for long periods of time. Reducing the dwell time from when 
intrusions are detected to when they are contained is critical.
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Damballa saw a 40% 
reduction in daily 
infections among 
customers who 

proactively 
remediated their 

assets according to 
the risk each posed

40%

Backoff malware infections 
increased 57% from August through 
early September, 2014 and 27% from 
the beginning of September to month’s 
end. 

57%
27%

AUG 2014 SEPT 2014

Even better, Damballa saw a 40% reduction in daily infections among customers who proactively remediated their assets according 
to the risk each posed. These infections had already bypassed prevention controls and were active in the network. With actionable 
intelligence, security teams can focus on infections that matter and get control of their workflow.



A recent global survey by Trustwave showed the 
median number of days between the date of an 
initial intrusion and breach containment was 114 
days in 2013.7  

Home Depot is a case in point. They were breached for five months before discovery. Early reports estimate the clean-up at $62 
million; 56 million payment card records were stolen.8 

Dairy Queen confirmed they were victims of a Backoff malware attack between August 1 and September 3. The breach impacted 395 
stores.9  The costs are unknown at this time. 

In early October, we learned that Kmart joined the ranks of POS malware victims. The retailer, which has 1,200 stores, said 
customers’ debit and credit card numbers were compromised. The activity began in early September 2014 and wasn’t detected until 
October 9. The corporation issued a statement saying, “Our Kmart store payment data systems were infected with a form of malware 
that was undetectable by current anti-virus systems.”10  

State of Infections Report: Q3 2014 5
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Point-of-Sale Malware, Dwell Time and Loss 
(Continued)

When it Comes to POS Devices Assume Prevention 
Won’t Work

Most POS malware attacks are advanced threats. The adversaries are persistent, stealthy and highly targeted in their efforts. As such, 
they can bypass prevention controls like anti-virus, firewalls, IPS and most sandboxing tools. Yet in a recent ISACA survey, 
organizations said their primary defenses against advanced threats are firewalls, blacklists and anti-virus.11

At the 2014 Gartner Security & Risk Conference, Gartner VP and analyst Neil MacDonald presented his 2014 Adaptive Security 
Architecture (MacDonald, 2014), which outlines the limitations of prevention-based security. MacDonald noted that enterprises are 
overly dependent on blocking and prevention mechanisms, which are insufficient against advanced attacks. He suggested that 
enterprises spend less on prevention and invest in detection, response and predictive capabilities.12

The Ponemon Institute’s 2014 Annual Study on Data Breach Preparedness supports MacDonald’s view. It reports that enterprises 
continue to spend on technologies that won’t improve data breach detection. AV and Intrusion Prevention Systems are most 
frequently deployed, at 89% and 54% respectively.13

Symantec, who invented commercial AV 25 years ago, even agrees their product isn’t foolproof. Brian Dye, formerly Symantec's senior 
vice president for information security, told the Wall Street Journal in May 2014 that antivirus “is dead.” He estimated that traditional 
antivirus detects a mere 45 percent of all attacks.14

“Our Kmart store payment data systems were 
infected with a form of malware that was 
undetectable by current anti-virus systems.”

Detection, response 
and prediction
Prevention

Experts recommend spending more on detection and less on prevention



That number may be inflated. In a quick test performed in Damballa’s lab, a researcher tested Sinowal, a common malware file, and 
found that 45 of 55 antivirus products identified it as malware. Next, he created a new malware file by binding Sinowal to a 
Windows Help program file. He retested the new file and it was only detected by one of the 55 anti-virus products. The entire 
process of altering the malware file took less than two minutes.
 
If the file had been opened by an unsuspecting end-user, the Windows Help file would have executed and in the background the 
malware file would have infected the device. 

The bottom line is: prevention can’t keep up with constantly morphing malware because binaries change on a daily basis. Once a 
device is infected, the malware evolves. It is periodically updated and repackaged. A new malware binary is created. Criminals do 
this to stay one step ahead of signature-based prevention. 

At the same time, C&C domain names and IP addresses are also changing constantly. Criminals do this to stay ahead of blacklisting 
and take-downs. What remains constant is the way malware communicates. Malware 
authors typically don’t change their protocol structures. If you deploy a detection system 
capable of applying learnings about the language of malware, you can look for other 
binaries that speak the same way and help prevent a breach (Terry Nelms, 2013).

All the evidence is pointing toward the need to detect attackers inside the network and 
contain them before damage is done. MacDonald recommends that enterprises adopt a 
mindset of “continuous response.” Assume you will be compromised and be ready to 
remediate. 

Damballa believes that organizations should also operate under the assumption they are in 
a state of continuous breach. Threats are getting through. Some create damage, others 
don’t. Knowing the difference and accelerating response is the game-changer. 
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When it Comes to POS Devices Assume Prevention 
Won’t Work (Continued)

How to Minimize Risk of a POS Malware Breach 

Although POS attacks are prevalent, you don’t have to be a sitting duck. First, you can learn from the breaches 
that have already occurred and take basic precautions like those outlined in the US-CERT POS advisory.15  You 
can also take a strategic look at your network architecture to find gaps in security.  

For example, retail enterprises often have distributed store networks because corporate and franchise-owned 
locations may be scattered across far-reaching geographies. Commonly, remote locations use local last-mile 
internet connections, which are less costly but also provide limited security. While it may be impractical to 

put a full stack of security products at each location, it may be wise to heed the words of John Pescatore, SANS director of 
Emerging Security Trends: “It always cost less to avoid a breach than to suffer one.”   

So what can be done?

The ideal scenario is to backhaul POS traffic to a centralized network or employ site-to-site VPN. This would provide visibility into 
outbound network communications. If those options are prohibitive, at a minimum retail enterprises should forward the DNS 
traffic from distributed locations to the corporate network for inspection. 

continuous breach
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About Damballa

As the experts in advanced threat protection and containment, Damballa discovers active threats that bypass all security prevention 
layers. Damballa identifies evidence of malicious network traffic in real time, rapidly pinpointing the compromised devices that 
represent the highest risk to a business. 

Our patented solutions leverage Big Data from the industry’s broadest data set of consumer and enterprise network traffic, 
combined with machine learning, to automatically discover and terminate criminal activity, stopping data theft, minimizing business 
disruption, and reducing the time to response and remediation. Damballa protects any device or OS including PCs, Macs, Unix, iOS, 
Android, and embedded systems. Damballa protects more than 440 million endpoints globally at enterprises in 
every major market and for the world’s largest ISP and telecommunications providers. 

To learn more about Damballa Failsafe visit our website www.damballa.com, contact us at 800.820.4527 or follow us on 
Twitter@DamballaInc.
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Conclusion

In the 25 years since Clint Stoll detailed his labor-intensive hunt for a KGB hacker, many enterprises still use similar processes today. 
As evidenced by the daily breach headlines, the old approach isn’t sustainable. There is no single solution for addressing advanced 
threats yet a combination that can significantly reduce risk, including:

>  Prevent what you can
>  Assume a breach is imminent 
>  Detect advanced threats in the network
>  Automate response processes when you have confidence in true positives
>  Prioritize infections that matter based on risk to your organization 

About Damballa
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